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Abstract—Recently, there has been an increase in studies relat-
ing to the Internet of Things (IoT) in various fields, such as
smart cities, smart homes, smart factories, and healthcare. In an
IoT environment, several entities, including users, devices, and
information resources, are interconnected and interworked with
services. Therefore, interoperability between different entities is
essential to accomplish the goals of IoT systems. Further, secu-
rity is another important aspect to achieve in an IoT environment
to protect information resources and privacy when networking
between different entities. Therefore, security and interoperabil-
ity may be significant barriers in the implementation of IoT in
the real world. Several studies have been conducted to inves-
tigate methods for accomplishing interoperability and security
in IoT, but they address only specific problems. Hence, com-
patibility and generality must be considered to accomplish the
goals of IoT systems. International standards provide general
methods by listing protocols, rules, guidelines, and characteris-
tics that are defined and approved by authorized organizations,
helping develop and manage systems efficiently by applying these
standards; interoperability and security are supported by adopt-
ing standards in development and management. Therefore, the
adoption of international standards is required to overcome the
barriers in IoT. Furthermore, international standard organiza-
tions are developing IoT-related standards that may provide
a solution to interoperability and security. However, a study
focusing on interoperability- and security-related standards has
not yet been conducted. Therefore, in this paper, we focus on
international standards related to interoperability and security
for IoT environments. Moreover, we studied international stan-
dard organizations that have been developing standards for IoT.
In this study, a systematic literature review is conducted, and
international standards are analyzed. In addition, any remain-
ing challenges related to interoperability and security for IoT
standards are discussed.
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I. INTRODUCTION

THE INTERNET of Things (IoT) is an important research
topic and includes the study of various fields such as

automobiles, smart cities, healthcare, smart homes, and smart
factories. In an IoT environment, several entities such as
users, devices, and information resources are interconnected
with services [1]. Therefore, interoperability is essential for
accomplishing interworking among different entities. In addi-
tion, interoperability must consider security-related factors to
protect data and privacy and prevent malicious activities. In
practice, based on the Bain & Company report [2], industrial
companies in the United States (U.S.) regard interoperability
as the biggest barrier to IoT adaptation, whereas in Europe,
security is considered the biggest barrier. In addition, based
on Gartner’s reports [3], [4], interoperability and security are
deemed major challenges for IoT architecture development.
The reports reveal that interoperability and security must be
considered to enable the implementation of IoT in the real
world. Furthermore, a European consortium, including indus-
try and academic partners, has recently been organized for IoT
framework development to solve interoperability and security
problems [5].

International standards in information and communication
technology (ICT) fields provide guidance and protocols to help
with the production and utilization of information technolo-
gies; thus, following these standards may help in implementing
ICT-related systems. Therefore, it is important to reflect on
the standards not only during implementation, but also during
research. In IoT fields, several existing standards have been
applied to implement systems such as network protocols and
data formats. Furthermore, several international standard orga-
nizations (e.g., International Organization for Standardization
(ISO), International Electrotechnical Commission (IEC), the
International Telecommunication Union (ITU-T), and Internet
Engineering Task Force (IETF)) are participating in gener-
ating IoT-related standards, such as architecture, framework,
network protocols, and definitions, and they have published
various standards. In addition, the adoption of standards
can support interoperability and security that are guaranteed
by these standards. Several studies have applied these stan-
dards for interoperability and security in IoT; for instance,
test platforms [6], [7], interoperable architectures [8]–[10],
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software development processes [11], protocols [12]–[15],
platforms [16], [17], and semantic interoperability [18])
have been investigated for interoperability with interna-
tional standards. In addition, authentication/authorization [19],
networks [20], [21], protocols [22], firmware [23], and
frameworks [24] have adopted international standards for
IoT security. Despite the existence of considerably extensive
international standards related to interoperability and secu-
rity for IoT, little attention has been paid to surveying these
standards. Furthermore, most survey research focused on ana-
lyzing interoperability and security-related research rather than
standards [25]–[34].

In this paper, we focus on interoperability and secu-
rity related international standards for IoT, and we also
investigated international standard organizations that frame
IoT-related standards. To conduct an effective survey on
international standards, we referred to a systematic litera-
ture review (SLR) process [35]. Our primary goal was to
identify international standards related to interoperability and
security related concerns for the IoT. Further, we classified
standards according to detailed factors of interoperability and
security. Based on the survey results, a discussion and remain-
ing challenges are presented for interoperability and security
in IoT.

Contribution: The main contributions of this study are
summarized as follows:

• To the best of our knowledge, this survey is the first
to provide a deeper summary of IoT-related international
standards for interoperability and security.

• International standards organizations and subcommit-
tees responsible for developing IoT-related standards are
investigated.

• International standards addressing interoperability and
security issues in IoT are reviewed in detail.

• Challenges and future research directions related
to interoperability and security standards are
discussed.

• The results can facilitate the development of standard-
based interoperability and security solutions in IoT
environments.

The remainder of this paper is organized as follows.
Section II provides background and motivation from IoT-
related reports. Section III discusses survey research related
to interoperability and security in IoT. The methodology used
in this study is described in Section IV. Section V intro-
duces international standards organizations, and Section VI
presents international interoperability and security standards
for IoT environments. In Section VII, a discussion is provided,
and open challenges are presented. Section VIII concludes the
paper.

II. BACKGROUND AND MOTIVATION

Herein, we introduce the background and motivation for
this survey. Initially, we define ICT standards and the related
standards organizations. Subsequently, interoperability and
security are introduced, and their importance is discussed. In

addition, the motivations and research goals of this study are
presented.

A. Standards and Standards Organizations

A standard can be defined as “a document defined and
approved by the agreement of authorized organizations, and
the document provides rules, guidelines, or characteristics for
common and repeated use to achieve an optimal level within
the given scope [36]”. More specifically, in ICT fields, a stan-
dard can be defined as a protocol and a set of protocols that
provide various information and communication services or
its usage among information systems that are connected via
a communication network [36]. Therefore, standards help in
the production and utilization of information technology. In
summary, a standard can be denoted as a predefined appoint-
ment, and standardization refers to procedures or activities that
define standards. In addition, standards can be classified as
de jure and de facto by organizations establishing standards.
The word “de jure” means “having a right or existence as
stated by law” according to the Cambridge dictionary [37].
Therefore, de jure standards are compulsory in specific top-
ics (i.e., de jure is called an obligatory standard), and official
standard organizations (e.g., ISO, IEEE, and ITU-T) produce
the de jure standards. The word de facto means “existing in
fact, although perhaps not intended, legal, or accepted” [37].
Therefore, de facto standards are not obligatory, but have
achieved a dominant position by public acceptance or market
forces. Companies, consortiums, or forums can be publishers
of de facto standards. However, de facto standards are changed
as de jure (e.g., HTML, PDF, and QWERT).

B. Advantages of Applying Standards

Standards provide a wide range of details, from spe-
cific aspects to conceptual information, depending upon their
purpose. Specifically, some standards provide detailed spec-
ifications to guarantee accurate operations between different
systems or description without information loss. For example,
network protocol related standards (e.g., IEEE 802.11 [38],
CoAP [39], and WebSocket [40]) provide detailed specifi-
cations to guarantee communication between a sender and
receiver, and Web standards (e.g., HTML, CSS, and XML)
provide formats to describe documents in Web pages. In this
case, interoperable operations and security can be guaran-
teed if the standards are correctly applied. However, some
standards provide conceptual information (e.g., software archi-
tecture, framework, and reference model), and the goals of
these standards are to provide general aspects for developing
software, systems, and environments. In addition, the stan-
dards are developed by experts who have experience in specific
fields; thus, conceptual standards provide reasonable criteria
for developing software and systems. Consequently, apply-
ing conceptual standards can help improve efficiency, reduce
time, and prevent risks during development and management.
It is also easy to apply recent technologies that are based
on these standards. The advantages of applying standards are
summarized below:
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• Standards can support interoperable operations and
information change without information loss by following
standardized formats.

• Standards can support security that is guaranteed by them.
• Reasonable criteria are provided to develop and manage

systems, frameworks, software, and environment.
• Standard can help improve the efficiency of the devel-

opment processes (e.g., reducing time and preventing
risks).

• Recent technologies can be applied based on these
standards.

C. Interoperability and Security in IoT

The term “interoperability” is defined as “the degree to
which two products, programs, etc. can be used together,
or the quality of being able to be used together” accord-
ing to Cambridge Dictionary [37]. In addition, in ICT, the
term can be defined as “capability to communicate, execute
programs, or transfer data among various functional units in
a manner that requires the user to have little or no knowl-
edge of the unique characteristics of those units” in ISO/IEC
2382:2015 [41]. Furthermore, the term “security” can be
defined as “the protection of information against being stolen
or used wrongly or illegally” in ICT fields [37]. Security is one
of the most important factors for obtaining a secure system and
environment, and lack of security can cause serious risks. Both
factors are important for implementing and realizing an IoT
environment. In addition, interoperability and security must
be developed with consideration of each other according to
the characteristics of the IoT environment, where various enti-
ties (e.g., actuators, sensors, platforms, frameworks, concepts,
and users) are connected and exchange information. In this
process, secure identification (e.g., authentication and autho-
rization) is required, and interoperable identification must also
be ensured so that an IoT system can be organized with-
out information loss regarding its entities. In addition, when
data are exchanged between different IoT entities, these data
must be translated without information loss. To accomplish
this, an interoperable data exchange protocol and a secure
transport method are required. Moreover, both factors should
be considered in various aspects of IoT, such as architecture
and framework design, platform development, and scenario
building.

D. Importance of Interoperability and Security in IoT Market

Herein, we introduce reports from an industrial perspec-
tive, indicating the importance of interoperability and security
in IoT. Bain & Company [42] is an American management
consulting company that provides various reports to advise
public, private, and nonprofit organizations. It also provides
IoT related reports, research, and surveys to the public since
2014 [43]. Its reports include impediments (e.g., security,
interoperability, integration between Information Technology
(IT) and Operational Technology (OT), unclear Return on
Investment (ROI), technical expertise, data portability, etc.)
that hinder the implementation of IoT. In a report published

in 2016 [44], the company conducted a survey to investi-
gate concerns regarding the implementation of IoT from its
customers. The results indicate that security is a significant
factor, and interoperability is also listed as a concern. In 2018,
the company also discovered significant barriers limiting the
adoption of IoT solutions [45]. In the surveyed results, secu-
rity was a significant concerning factor, similar to previous
reports, and interoperability as a concern ranked higher com-
pared to previous results. According to a recent survey [46] of
the same company, the concerning factors differ by region. The
survey data was collected from Europe and the United States.
Although security is the principal obstacle in achieving IoT
in Europe, interoperability is the principal barrier in the U.S.
These regions are concerned about security and interoperabil-
ity for IoT adoption. In summary, from surveys conducted by
Bain & Company, security is the principal concerning fac-
tor in achieving the IoT environment, and the importance of
interoperability as a concern is steadily increasing.

Gartner [47] is a global research and advisory company
that provides information, advice, and tools for various fields,
including ICT. In their report, they have introduced the top five
challenges for enterprise architecture for IoT [3], [4]: adoption
ideation-based approach, business scenarios, managing risks,
development of interoperability strategy, and IoT experience.
However, they have emphasized that managing IoT security
is important because it has a different traditional approach
to security. In addition, developing an interoperability strat-
egy is important for establishing enterprise architectures for
IoT. According to a report from Gartner, interoperability and
security in the IoT are required to accomplish enterprise
architecture.

A European consortium has been organized on Brain-
IoT [48] for the IoT framework to improve interoperability
and security [5]. The consortium includes industry and aca-
demic partners (e.g., Airbus CyberSecurity, Siemens AG, and
Robotnik) from different European countries, such as the
United Kingdom, Spain, Germany, Italy, and France. The
goal of the consortium is to focus on the framework and
methodology to support IoT platforms, model-based tools for
the development process, and integrated solutions for inter-
operability and security in IoT. In addition, the creation of
the consortium shows that interoperability and security are
expected to gain more importance in the future to realize IoT.

E. Motivation and Research Goals

Several studies have investigated interoperability and secu-
rity problems in IoT [26]–[33], [49]–[58]. Our objective is to
find interoperability and security solutions that can be applied
to IoT using general methods and purposes; thus, we focus
on international standards. A standard is a document that is
defined and approved by authorized organizations that pro-
vide rules, guidelines, and characteristics to address specific
problems. Therefore, standards can support interoperable oper-
ations between different systems, and standard-based artifacts
(e.g., framework, architecture, and environment) can be con-
veniently interconvertible. This characteristic may help solve
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interoperability problems by applying standards. Furthermore,
standards can support development and management processes
by providing various artifacts (e.g., framework, architecture,
data format, network protocols, and use cases). Applying
standards in developing and managing IoT systems can help
interoperability and security problems that are guaranteed by
them. Consequently, standards can be efficient sources for
research related to interoperability and security, and various
studies have applied international standards in various IoT
fields to resolve interoperability (e.g., test platforms [6], [7],
interoperable architectures [8]–[10], software development
processes [11], protocols [12]–[15], platforms [16], [17],
semantic interoperability [18]) and security (e.g., authentica-
tion/authorization [19], networks [20], [21], protocols [22],
firmware [23], and frameworks [24]). We also intend to share
with other researchers the analysis results regarding interna-
tional standards related to interoperability and security. This
can facilitate standard-based research. To this end, we indicate
international standards organizations that have developed IoT
standards and the related publications. In addition, we survey
and analyze international standards related to interoperability
and security for IoT environments.

III. RELATED SURVEYS

In this section, we introduce previous survey studies that
analyzed interoperability and security for IoT. The survey
papers related to interoperability are introduced first, fol-
lowed by security-related papers. Noura et al. [25] provided a
taxonomy of interoperability in the IoT and approaches to han-
dle interoperability. In addition, the survey provides standard
frameworks, IoT platforms, and IoT projects for interoperabil-
ity. The existing proposals are categorized according to inter-
operability classifications, that is, gateways, virtual networks,
networking technologies, open API, SOA, semantic Web tech-
nologies, and open standards. Di Martino et al. [26] reviewed
common architecture solutions for IoT, including standard-
ized and commercial architectures. API representations were
also analyzed because common APIs may be a possible solu-
tion for interoperability between different service providers.
The survey identified a set of real-case scenarios based on
the architectures, and security and interoperability challenges
were identified from these scenarios. However, the survey only
considered the de jure standards (i.e., ISO/IEC, ITU-T, and
IETF). Burzlaff et al. [49] focused on semantic interoper-
ability for IoT, and in particular, they investigated ways to
solve interoperability problems between applications, services,
and software platforms. The results show that interoperability
research is increasing with a methodical viewpoint, and that
most interoperability research relies on predefined semantic
standards (e.g., Semantic Sensor Network Ontology [59], W3C
IoT Thing description [60], and GeoSPARQL [61]), which
were reinforced for specific purposes. In addition, the sur-
vey results indicate that not only the performance but also
the efficiency aspects have to be considered. Gyrard [32]
reviewed and analyzed ontology-based software tools for
interoperability in IoT and WoT. Kambourakis et al. [53]

reviewed the IoT wireless personal area network (WPAN)
protocol stacks, namely, Bluetooth low energy (BLE) [62],
Z-Wave [63], ZigBee [64], Thread, and EnOcean. These pro-
tocols are concisely analyzed with respect to security features
(such as confidentiality, message authenticity and integrity,
anti-replay, man-in-the-middle attack protection, and device
authentication). The studies were reviewed and divided into
two parts. In the first, security features are provided for spe-
cific wireless IoT protocols, whereas in the second, a discrete
comparison of the different layers of the protocol stack is
provided, as well as contributions related to the security of
IEEE 802.15.4 [65]–[69]. Ganzha et al. [55] surveyed meth-
ods and tools for supporting semantic interoperability in the
INTER-IoT project, which is aimed at designing, implement-
ing, and testing an interoperability framework among different
IoT platforms [70]. Moreover, recent ontologies that were
developed in IoT standards and research are provided. These
ontologies are classified into general-purpose and specific use
cases in INTER-IoT. One such use case is mobile and Web-
based health (i.e., (e/m)Health). In (e/m)Health, medical data
are collected from heterogeneous resources, and healthcare
services are provided. The collected data are processed in
a cloud-enabled system. The other use case is transportation
and logistics. INTER-IoT focuses on the commercial perspec-
tive of transportation and logistics in a restricted domain (i.e.,
port logistics). Several ontologies are introduced and classified
based on the purpose of the use cases. In addition, a multi-
step process is introduced to achieve semantic interoperability:
formal representation using ontology language and applying
ontology matching.

In addition to interoperability, several security-related sur-
vey papers exist for the IoT. Alaba et al. [27] focused on
security threats and vulnerabilities, and analyzed existing
research on the IoT. The survey paper provides a taxonomy of
security threats and vulnerabilities in the context of different
layers (i.e., application, architecture, and communication). In
particular, they provided an analysis of communication tech-
nologies that can be used for IoT environments. A possible
solution structure for IoT security and open research prob-
lems is also provided in the survey paper. Yang et al. [50]
analyzed existing research studies on the classification of
IoT attacks and security mechanisms as well as studies on
authentication and access control in IoT. In addition, IoT
security problems and solutions in four different layers were
examined (i.e., perception, network, transport, and applica-
tion). Ghorbani and Ahmadzadegan [28] focused on security
challenges in the IoT. Their paper uses a definition of IoT
based on the standards of the International Organization
for Standardization/International Electrotechnical Commission
Joint Technical Committee 1 (ISO/IEC JTC 1), ITU-T, and
oneM2M; however, these standards were not analyzed but
rather used to define the IoT. Security challenges are clas-
sified into implementation, privacy, network infrastructure,
quality of service (QoS), security threats, object identifica-
tion, authentication, authorization, light cryptography, secure
protocol, vulnerability, malware, Android OS related, and
security in business. Yu et al. [30] surveyed the security
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requirements for wireless sensor networks (WSNs), which are
the basic elements of IoT networks; however, although the sur-
vey provided general security requirements, network-related
international standards were not considered (e.g., protocols).
Oracevic et al. [31] defined characteristics for secure IoTs,
and the characteristics consisted of three categories: confi-
dentiality, integrity, and authentication. In addition, security
problems are categorized into different layers (i.e., application,
transport, and sensing). Based on these characteristics and
security problems, previous studies were surveyed for solu-
tions to achieving security with related secure requirements.
Mena et al. [29] surveyed IoT security and privacy challenges
from technological and architectural viewpoints. They focused
on intrinsic vulnerabilities and implications related to security
challenges, including confidentiality, integrity, and availabil-
ity. The available protocols and technologies were analyzed,
and related studies were classified. Lin et al. [33] conducted
a comprehensive overview of IoTs, including system archi-
tecture, enabling technologies, security and privacy problems,
and integration of fog/edge computing and its applications.
In the security-related analysis, security features of IoT are
presented (i.e., confidentiality, integrity, availability, identifi-
cation, authentication, privacy, and trust) as well as security
challenges in several layers (i.e., perception, network, and
application layer). Hossain et al. [52] conducted a detailed
analysis of security-related problems in IoT environments
and discussed security-related constraints, requirements, and
vulnerabilities. The security constraints were classified as
limitations based on hardware, software, and networking.
Furthermore, the security requirements were classified accord-
ing to whether they were related to information, access-level,
and functional security. Finally, a list of security vulnerabilities
and attacks was provided, and general research directions were
proposed. Qui et al. [54] provided theoretical, methodological,
and technical guidance for IoT access control. The require-
ments were analyzed based on the characteristics of the IoT
search and were classified into two categories: access-control
policy composition and authoring. In the policy combination
requirement, policy description methods (e.g., common pol-
icy language, extensible access-control markup language, and
security-assertion markup language) were introduced, and a
combination of policies and models was investigated. In addi-
tion, conflict detection and resolution were considered in the
access-control policy composition requirements. Moreover, in
access authorization, attribute discovery mechanisms, policy
mining, and authorization models were analyzed. Finally, open
problems related to access control for IoT were discussed.
Hou et al. [56] investigated IoT security from a data per-
spective and proposed a three-level approach to analyzing
IoT security: one-stop, multi-stop, and end-application. At the
one-stop level, IoT security in the end device was consid-
ered; thus, data were collected, transmitted, and received from
the end device. In addition, several security-related aspects,
including confidentiality, authenticity, data security, and data
safety, were considered. At the multi-stop level, data were
used among a group of IoT entities; thus, secure communi-
cation, authentication, and access control were investigated.

At the end-application level, data used in IoT applications
are spanned; thus, the results included privacy concerns,
forensic challenges, social challenges, and legal challenges.
Hassija et al. [57] focused on security threats and challenges
in several IoT application areas. Security threats were classi-
fied into four layers in an IoT system (i.e., sensor, network,
middleware, and application), and the requirements for secure
IoT applications were discussed. In addition, new technologies
(i.e., blockchain, fog computing, edge computing, and machine
learning) were applied to enhance IoT security. Neshenko [58]
analyzed IoT vulnerabilities and provided a detailed taxonomy
including layers, security impact, attacks, countermeasures,
and situational awareness capabilities. Furthermore, challenges
and initiatives for improving IoT security to address vulnera-
bility problems were considered.

Moreover, some surveys focused on interoperability and
security in IoT. Elkhodr et al. [51] discussed interoperabil-
ity, security, management, and privacy problems. Regarding
interoperability problems, the concept of integration between
WSNs and IoT was introduced in the following types:
network-based, independent, and hybrid. In addition, other
interoperability challenges (i.e., thing interaction, virtual rep-
resentation of things, searching and accessing things, and
syntactic interoperability between things) were introduced.
The correspondence between interoperability and security was
explained. In addition, security-related challenges resulting
from Internet security problems (i.e., end-to-end security, data
security, identity and access management, compliance, access
control, physical risk, and DoS risk), and newly emerged
security and privacy-related challenges in IoT were presented.
Moreover, IoT management-related problems and challenges
were presented (configuration management, things control,
monitoring, things maintenance, things performance, things
security and privacy, and energy management). However, the
focus was primarily on specific challenges, and although
the importance of standardization was emphasized, problems
related to standards were not considered.

Several surveys on IoT interoperability and security have
been published. However, most of them are concerned with
existing security and interoperability technologies, and surveys
exploring interoperability and security standards are rather
scarce. Although Hwang and Kim [34] surveyed IoT secu-
rity standards, they only mentioned a standards organization
and provided a list of security-related international standards;
thus, there was no detailed analysis. The present study focuses
on international standards organizations for IoT and interna-
tional interoperability and security standards. Table I shows a
comparison of existing surveys on interoperability and security
in IoT.

IV. METHODOLOGY FOR SURVEY

A. Overview

We performed a systematic literature review based on
Kitchenham’s guideline [35] to identify relevant international
standards for interoperability and security in IoT. Fig. 1
denotes the procedure of the literature review.
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TABLE I
COMPARISON OF RELATED RESEARCH

First, we started our research with the following question:
“What are the current international standards for solving inter-
operability and security problems in IoT?” This question led
us to raise the following questions:

• RQ #1: Which international standards organizations
develop IoT-related standards?

• RQ #2: Which published international standards can
address interoperability problems in IoT?

• RQ #3: Which published international standards can
address security problems in IoT?

Deriving insights from these questions, we selected search
keywords such as “security”, “interoperability,” and “Internet
of Things / IoT”. These keywords were chosen to be
broad for a comprehensive search to prevent the omission

of standards. Based on these keywords, we compiled stan-
dards from the international standard library (i.e., ISO/IEC
JTC 1, IEEE library, ITU-T, IETF, oneM2M, and Open
Connectivity Foundation (OCF)), and 104 internal stan-
dards were obtained. The selected standard organizations
have actively produced IoT standards in recent years. To
select standards, the following criteria were considered, and
details are provided in Section IV-B. After selection, we
reviewed each standard to assess whether they contained
interoperability and security factors. In addition, we iden-
tified international standard organizations that focused on
IoT standardization addressing interoperability and secu-
rity. The details of the survey process are described in
Section IV-B.
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Fig. 1. Summary of procedure used for the literature review to select relevant internal standards.

Fig. 2. Detailed process of survey.

B. Survey Process

A schematic of the systematic literature review is shown
in Fig. 2. It consists of four processes. Initially, we investi-
gated international standards organizations that have developed
IoT-related standards (i.e., process #1 in Fig. 2). Thereafter,
we selected three de jure international standards organizations
(i.e., ISO/IEC JTC 1, IEEE standard association, and ITU-T)
and three de facto international standards organizations (i.e.,
IETF, oneM2M, and OCF). The selected organizations actively

develop IoT-related standards and provide them in document
form using a systemic management system.

After the selection, departments (e.g., subcommittees and
working groups) of the international standard organizations
were searched, and interoperability and security-related inter-
national standards were concurrently searched for (i.e.,
processes #2-1 and #2-2 in Fig. 2). Both processes are comple-
mentary. The organization search can facilitate the standards
search and vice versa. That is, we identified some departments

Authorized licensed use limited to: Inha University. Downloaded on February 08,2023 at 15:09:56 UTC from IEEE Xplore.  Restrictions apply. 



LEE et al.: SURVEY ON STANDARDS FOR INTEROPERABILITY AND SECURITY IN IoT 1027

Fig. 3. Taxonomy of international standards for IoT.

of the organizations when we searched for standards, and some
standards were discovered when we investigated the depart-
ments. In the latter case, we searched for organization branches
by investigating official websites, and if official departments
were defined to develop IoT-related standards, we added those
departments as candidates for analysis. We also searched for
specific terms (i.e., Internet of Things and IoT) on official
websites to determine departments that indirectly develop IoT
standards and added them as analysis candidates. The candi-
dates were then analyzed in the final process (i.e., process #4-1
in Fig. 2). In addition, the standards developed in the selected
departments were used as candidate standards for analysis (i.e.,
process #2-2-2 in Fig. 2). In addition, we searched for stan-
dards in official libraries [71]–[76] (to determine the standards
of each organization). The search results were also added
as candidate standards for the analysis. (i.e., process #3 in
Fig. 2). For the search, the following three groups of terms
are used:

• Interoperability with IoT and the Internet of Things
• Security of IoT and Internet of Things
• IoT and Internet of Things
According to the search results, 183 standards were consid-

ered candidates, and from these, 67 were selected based on
the following criteria (i.e., process #3 in Fig. 2):

• Complete and maintained standards were selected. That
is, standards related to development procedures (e.g., new
projects, draft international standards, or final texts of
international standards) and withdrawn standards were
ignored. It should be noted that most standards orga-
nizations did not provide details on standards under
development. Additionally, some organizations provide
standards in progress, but only for information purposes.

• Publication date was not considered because inter-
national standards are constantly updated to indi-
cate changes in technology, and they are withdrawn
if they are not useful. (i.e., even if a standard
is not recent, it is useful unless it has not been
withdrawn).

• The leading international language is English. Hence,
standards in other languages were excluded.

• Standards that can be retrieved using ISO store [71], IEEE
Explore [72], ITU-T standardization [73], oneM2M [74],
IETF standards [75], or OCF standards [76] were
selected.

• Standards that contain interoperability factors in an IoT
environment were selected.

• Standards that contain security factors in an IoT environ-
ment were selected.
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Finally, search results that include the standards organiza-
tions and IoT standards for interoperability and security were
analyzed (i.e., process #4 in Fig. 2). Although we consid-
ered standards that are related only to interoperability and
security in IoT, the analysis of the organizations was not
limited to interoperability- and security-related topics. In addi-
tion, we carefully observed the relationships among different
standards. The identified international standards organizations
are described in Section V. The results of the analysis for
interoperability and security-related standards are presented in
Section VI.

V. STANDARDS ORGANIZATIONS

In this section, we introduce standards organizations that
frame IoT standards; further, we describe their standardiza-
tion works. Fig. 3 shows the standards organizations and
organograms for IoT standardization. In ISO/IEC, we indicated
the subcommittees (SC) that develop IoT-related standards. We
denoted them as working groups (WG) if there are WGs focus-
ing on a specific topic in the IoT. Several committees exist in
IEEE for IoT standardization, and we organized the taxon-
omy with a representative number of standards committees;
for example, the number of “802” denotes the LAN/MAN
standard committee, and there are several networking-related
standards in the 802 series. The ITU-T standard organization
consists of a technical study group (SG) with questions (Q).
Each SG carried out standardization work in different fields,
and questions denote specific topics that have been standard-
ized in SGs. IETF uses abbreviations for the naming of WGs.
WGs also consisted of active WGs with an abbreviated name.
The technical plenary of oneM2M is in charge of standardiza-
tion, and there are only three WGs, that is, requirements and
domain models (RDM), system design and security (SDS), and
WG3, which is the Testing and Developers Ecosystem (TDE).
The technology steering committee is responsible for standard-
ization in OCF, and the open-source and security workgroups
develop standards.

In the remainder of this section, international standards
organizations and their work for IoT are introduced.
Sections V-A, V-B, and V-C describe de jure stan-
dard organizations (i.e., ISO/IEC JTC, IEEE, and ITU-T).
Sections V-D, V-E, and V-F describe de facto standard orga-
nizations (i.e., IETF, oneM2M, and OFC) and their works.

A. International Organization for
Standardization/International Electrotechnical Commission
Joint Technical Committee 1 (ISO/IEC JTC 1)

The International Organization for
Standardization/International Electrotechnical Commission
Joint Technical Committee 1 (ISO/IEC JTC 1) is the first
joint international standards organization of ISO and IEC
for information technology. ISO/IEC JTC 1 was established
in 1987 to avoid a collision of standards between ISO and
IEC [77]. In JCT 1, SC 41 was established in 2016 for the
IoT, and the SC focused on industrial IoT, real-time IoT, edge
computing, sensor network, trustworthiness, requirements, and

wearables. Twenty-one standards have been published, and
19 work programs are in progress. Furthermore, not only SC
41, but also several other SCs and WGs determine standards
for IoT. SC 31 works on automatic identification and data
capture techniques and has an IoT project for unique identi-
fication (i.e., 29161:2016 [78]). SC 27 (information security,
cybersecurity, and privacy protection) has under development
standards related to security (i.e., 27030 [79], guidelines for
security and privacy in the Internet of Things). SG 6 (telecom-
munications and information exchange between systems)
published a standard that describes the network of everything
(i.e., TR 29181-9:2017 [80], Information technology—Future
Network—Problem statement and requirements—Part 9:
Networking of everything). The network standard describes
the general characteristics of the network of everything,
including the IoT. SC 7 (software and systems engineering)
has a standard for an architecture evaluation framework (i.e.,
ISO/IEC/IEEE 42030:2019 [81]), including IoT architecture.
Furthermore, interoperability and security-related standards
from ISO/IEC JCT 1 are described in Section VI-A.

B. Institute of Electrical and Electronics Engineers Standard
Association (IEEE-SA)

IEEE is an institute for electronic and electrical engineer-
ing, and it has built an association for standardization called
IEEE-SA [82]. IEEE-SA is a de jure standard organization
that develops global standards for various electronic and elec-
trical engineering fields, including ICT fields (e.g., software
and system engineering, wired and wireless communications,
healthcare IT, smart grids, computer technology, etc.)

IEEE-SA established a working group IEEE P2413 for IoT
standards, whereas P2413 focused on the standards for an
architectural framework for IoT. The architectural framework
describes various IoT domain abstractions and the identifica-
tion of commonalities between different IoT domains [83]. In
addition, IEEE-SA listed 80 standards related to IoT on their
website [84]. The standards can be classified into network, data
type, interface, electric power management, wireless access
in vehicular environments (WAVE), definition of terminol-
ogy, and hearth informatics. In particular, IEEE-SA has the
following network-related standards for IoT that are widely
used: Wi-Fi (IEEE 802.11), ZigBee (IEEE 802.15.4), RFID
(IEEE 21451-7), and WiMAX (IEEE 802.16). IEEE P1901
actively works to make standards for broadband over-power
line networks for the enhancement of IoT applications. In addi-
tion, IEEE-SA listed its 46 standards that are in development
related to IoT [85], and the developing standards consist of
several topics, including interoperability, network, interface,
security, WAVE, and smart grid.

C. International Telecommunication Union (ITU-T)

The International Telecommunication Union (ITU) is a spe-
cialized agency of the United Nations for information and
communication technologies since 1865 [86]. ITU comprises
three sectors: radio communication (ITU-R), development
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(ITU-D), and standardization (ITU-T). As the standardiza-
tion sector, ITU-T assembles experts and develops interna-
tional standards. The normative standards are called ITU-T
recommendations; however, the recommendations have a non-
mandatory status until they are adopted into national laws [73].
ITU-T also publishes technical papers and technical reports
that contain non-normative information on various topics. In
addition, ITU-T publishes ITU-T handbooks for several ICT
topics (i.e., operation, network planning, quality of service,
implementation guide, outside plant, protection against elec-
tromagnetic effects, measurement methods, security, mobile
systems, and formal languages).

The ITU-T comprises 11 study groups for standardization
in various ICT fields (i.e., SG2 operational aspects, SG3 eco-
nomic and policy problems, SG5 environment and circular
economy, SG9 broadband cable and TV, SG11 protocols and
test specifications, SG12 performance, QoS and QoE, SG13
future networks (& cloud), SG15 transport, access and home,
SG16 multimedia, SG 17 security, SG20 IoT, smart cities, and
communities). In particular, SG20 works for the standardiza-
tion of IoT technologies, including end-to-end architectures
for IoT, a mechanism for interoperability of IoT applications,
machine-to-machine communication, and ubiquitous sensor
networks. In addition, there are several study groups for IoT
standardization in ITU-T. SG 11 is responsible for signaling
requirements, protocols, and test specifications. SG 11 works
for the standardization of the development of test specifica-
tions to solve global interoperability testing, covering technical
means, services, QoS, and testing parameters, and they also
focused on the IoT environment. SG 13 produces standards for
next-generation networks, and they work to cover the network
aspect of IoT. Additionally, they focus on ensuring support for
IoT across future networks through cloud computing. SG 16
develops standards for multimedia coding, systems, and appli-
cations for various ITU-SGs, including the IoT. In addition,
SG 17 is a study group for security, and they also focus on
the security of applications and services for IoT as a secure
view.

D. Internet Engineering Task Force (IETF)

The Internet Engineering Task Force (IETF) is an open
international community for enhancing the Internet, and they
promote voluntary Internet standards including automated
network management, IoT, new transport technologies, secu-
rity, and privacy [87]. In IETF, there are over 100 active
working groups, and several working groups of IETF develop
protocols for IoT. In particular, the IETF established an advi-
sory group called the Internet of Things Directorate (IOTDIR)
on Oct. 2014 [88], and the directorate actively works on IoT
standardization. The IETF classified their standards accord-
ing to maturity levels, namely, proposed and Internet stan-
dards [89]. The proposed standard is defined as “a specification
that is generally stable, has resolved known design choices,
is believed to be well understood, has received significant
community review, and appears to enjoy enough community

interest to be considered valuable. However, further expe-
riences might result in a change or even retraction of the
specification before it advances.” [90]. The Internet standard
is defined as follows: “An Internet Standard is characterized
by a high degree of technical maturity and by a generally held
belief that the specified protocol or service provides signifi-
cant benefit to the Internet community” [89], [90]. IETF also
provides documents that are not standards but include use-
ful information for Internet standardization and research. The
nonstandard specification can be classified into three types:
informational, experimental, and historic. The informational
specification is defined as “a specification that is published
for the general information of the Internet community and
does not represent an Internet community consensus or rec-
ommendation” [90]. The experimental specification denotes
that “a specification is part of some research or development
effort” [90]. The historic specification is defined as “a specifi-
cation that has been superseded by a more recent specification
or is for any other reason considered to be obsolete” [90].
However, IETF assigns a number to a specification before it
reaches the status of an Internet standard in the STD series,
and all other specifications, including the proposed standard
and nonstandard, are assigned RFC numbers.

IETF has a research group called the Internet Research
Task Force (IRTF), and the IRTF organizes annual work-
shops for applied networking research with the Association
for Computing Machinery (ACM). IRTF has 14 active sub-
study groups for various Internet-related research problems,
including protocols, applications, architecture, and technol-
ogy [91]. The sub-study groups are focused on each topic,
e.g., crypto forum, computing in the network, decentral-
ized Internet infrastructure, global access to the Internet
for all, human rights protocol considerations, Internet con-
gestion control, information-centric networking, measurement
and analysis for protocols, network management, coding for
efficient network communications, path aware networking,
privacy enhancements, and assessments, quantum Internet pro-
posal, and Thing-to-Thing. In particular, the Thing-to-Thing
Research Group (T2YRG) investigates open research prob-
lems related to the IoT [92] and focuses on adaptation layers
connecting to IP and application layers with architectures and
API.

E. oneM2M

oneM2M is a global partnership for the standardiza-
tion of machine-to-machine (M2M) and IoT since 2012,
and the partnership was founded by eight ICT stan-
dard development organizations (i.e., Association of Radio
Industries and Businesses (ARIB / Japan), Alliance for
Telecommunications Industry Solutions (ATIS / United
States), China Communications Standards Association (CCSA
/ China), European Telecommunications Standards Institute
(ETSI / Europe), Telecommunications Industry Association
(TIA / United States), Telecommunications Standards
Development Society (TSDSI / India), Telecommunications
Technology Association (TTA / Republic or Korea),
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and Telecommunications Technology Committee (TTC /
Japan) [74]. Currently, oneM2M has nearly 200 participating
partners and members. In oneM2M, technical plenary (TP) is
responsible for conducting oneM2M technical specifications
and technical reports for market requirements, and there are
three working groups classified by different topics. The first
WG works for the requirements and domain models (RDM),
and WG 2 is responsible for System Design and Security
(SDS). Finally, WG 3 works on the Testing and Developers
Ecosystem (TDE).

oneM2M prepares, approves, and maintains technical spec-
ifications (i.e., standards) and technical reports for several
M2M and IoT market requirements, including interoperabil-
ity and security. oneM2M has released several specifications
and technical reports five times. The first and second releases
were updated during the third release, and the third release was
ratified by oneM2M TP in December 2018 [93]. However, the
fourth and fifth released drafts are provided only for the pur-
pose of providing information because the drafts need to be
changed before formal publication.

F. Open Connectivity Foundation (OCF)

The Open Connectivity Foundation (OCF) is an industry
organization that develops de facto standards for interop-
erability in IoT ecosystems, and several telecommunication
companies and device makers are participating in OCF stan-
dardization. The organization mainly focuses on two top-
ics [64]: one is supporting manufacturers with the provision of
materials (i.e., specification, code, and certified program) for
interoperability with IoT devices and legacy systems, and the
other is to enhance the users experience with OCF compliant
devices.

OCF developed specifications (i.e., standards) for certifica-
tion and interoperability. The specifications can be classified
into five types: framework-related, security-related, bridging,
resource-related, and onboarding. However, several ISO/IEC
JCT 1 standards are based on OCF specifications; the ISO/IEC
30118 series is based on OCF specifications. Details of
the relationship between ISO/IEC standards and OCF spec-
ifications are described in Section V-F. In addition, OCF
sponsored an open-source project called IoTivity [94] to pro-
mote interoperability guidelines and certification programs
for IoT.

VI. INTEROPERABILITY AND SECURITY

STANDARDS FOR IOT

In this section, international standards that contain interop-
erability and security clauses for the IoT are described. The
standards were classified by the publisher. We searched three
de jure standard organizations (i.e., ISO/IEC JTC 1, IEEE-SA,
and ITU-T) and three de facto organizations (OCF, IETF, and
oneM2M). In addition, to categorize interoperability and secu-
rity standards, we selected certain factors by considering IoT
characteristics. The related definitions in ICT can be applied in
IoT without change, but the characteristics of the latter should
be considered. In addition, various interoperability and secu-
rity factors are also considered to support the implementation

and application of IoT. It should be noted that a standard can
be related to different factors, thus covering various issues. We
first introduce interoperability-related factors. The details are
described below.

• Architecture: This includes several aspects, such as the
instruction set of the architecture design, logic design,
and implementation, in the description of a specific com-
puter system [41]. Therefore, this factor considers several
aspects in the design of IoT systems (e.g., wireless access
in vehicular environments, Web of things, and general IoT
systems).

• Behavioral: Behavioral interoperability is a related out-
come from results after the exchange of information
matches to prevent misuse of entities in IoT systems [95].

• Definition: This provide a set of terms and definitions to
prevent misused terminology in IoT documents.

• Framework: The framework factor provides a standard
way to develop and implement a general and specific IoT
system.

• Identifier: In an IoT environment, several different enti-
ties can be created and used; thus, an identifier is required
to distinguish them. Accordingly, related standards pro-
vide rules, methods, requirements, etc., to generate the
identifier.

• Interworking: Different IoT service layers and platforms
require interworking processes to accomplish the goals
of the system and meet user requirements. Some stan-
dards provide specific processes to interwork with other
platforms.

• Policy: Two or more systems can be interoperated in an
IoT environment, and this may require legal, organiza-
tional, and policy-related interoperability. Policy-related
standards concern these types of policy issues.

• Reference model: Standards that include a reference
model provide an abstracted framework for understand-
ing significant relationships between various entities of
an IoT environment.

• Requirement: Several requirements should be met to
establish an IoT environment with different aspects.
This factor pertains to standards that contain various
IoT-related requirements.

• Semantic: After information is exchanged between dif-
ferent IoT entities, this information should be properly
interpreted. Thus, semantically related standards provide
methods, rules, or protocols for lossless exchange of
information.

• Syntactic: This factor is also required for information
exchange, but it focuses on syntax; for example, format
and rules.

• Transport: This factor is related to communication infras-
tructure so that data can be exchanged between different
entities. Therefore, several network-related aspects are
included in these factors, such as network protocols and
protocol binding.

• Use case: There are various IoT environments (e.g.,
transport infrastructure, smart homes, public buildings,
health care, and vehicles), and each environment has
different needs, requirements, and considerations. To
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provide information from various IoT environments to
users, service providers, and developers, several standards
describe use cases.

Security can cover various areas such as information, the
Internet, devices, and networks, and security in ICT can
be accomplished using a variety of methods. Therefore, we
broadly categorized the security-related factors for IoT as
follows.

• Architecture: Unlike the general concept of architecture
in ICT, this factor considers security architecture to pro-
tect an IoT system. Therefore, an architecture is provided
as a high-level overview of IoT security.

• Data protection: Data protection is important in IoT
environments because various types of data are trans-
ferred in these environments including privacy, critical
information, and commands for actuators (e.g., patient
records in a hospital system, information on vehicles,
and personal information in a smart home). This factor
involves various IoT data protection methods, including
authenticity, confidentiality, replay protection, encryption,
and key cryptography.

• Framework: This factor provides standard processes for
developing and implementing IoT systems with security-
related issues.

• General (consideration): Several international standards
include general problems and considerations related to
various security issues. This factor pertains to stan-
dards providing general implementation and application
information.

• Network: Networks between IoT entities are important
for realizing IoT environments. From a security perspec-
tive, the network factor is related to secure transport
issues. However, we regarded the network protocol as
a different factor; thus, the protocol factor includes
network-protocol-related standards.

• Policy: This factor pertains to security-related legal,
organizational, and policy-related standards.

• Privacy: Privacy-related standards provide various aspects
and information regarding different topics that constitute
the main content of the standards (e.g., network protocol,
use case, and platform).

• Protocol: Network-protocol-related standards that provide
secure transport are related to this factor. In addition,
some standards include security-related considerations to
use specific network protocols.

• Secure access: This factor pertains to authentica-
tion, authorization, and access control for specific IoT
domains, network protocols, and platforms.

• Use case: Several standards provide use cases for various
IoT environments with security-related issues.

We tried to search for and select standards that include inter-
operability and security factors for IoT, but we also selected
standards including one topic for both. Table II shows the
summarized results of the interoperability-related standards.
In addition, Table III indicates an overview of security-related
standards. Furthermore, the interoperability table has a col-
umn that describes security factors related to each standard,

and vice versa. Additionally, the limitations of the standards
are described in the table: “domain- or platform-specific,”
“conceptual,” “low accessibility,” “market gap,” and “lack of
developer support.” The detailed limitations of each standard
are described in the remainder of this section, and the overall
limitations are presented in Section VII.

A. ISO/IEC JTC 1 Standards

ISO/IEC 21823-1:2019 [95] focused on an overview of
interoperability for IoT systems and a framework for inter-
operability within IoT systems. Thus, ISO/IEC 21823-1:2019
provides several elements and characteristics for IoT interop-
erability. The standard provides a facet model for interoper-
ability, and the model is classified into five facets: transport,
syntactic, semantic, behavioral, and policy. The transport
interoperability facet is the commonality for communication
infrastructure to exchange data between IoT entities. Several
wire and wireless protocols (e.g., Ethernet, Wi-Fi, TCP/IP,
HTTP/S, and MQTT) are examples of transport interoper-
ability. The entities can be physical or nonphysical, with a
distinct existence [1]. In addition, a facet includes a physical
medium and transport mechanism. Syntactic interoperability is
the ability to exchange information based on syntaxes (i.e., for-
mats, rules, etc.). Web Ontology Language (OWL), Resource
Description Framework Schema (RDFS), Unified Modeling
Language (UML), JavaScript Object Notation (JSON), and
eXtensible Markup Language (XML) can be a syntax for
information exchange for syntactic interoperability. Semantic
interoperability is the ability to understand the meaning of
the data model within several contexts of a subject area
when information is exchanged. Behavioral interoperability is
related to the result of the use of exchanged information for
an expected outcome. To accomplish the behavioral facet, the
interface and input/out interface are described for each IoT
entity, and the expected results of each operation, such as
preconditions, post-conditions, and sequences of operations,
also need to be described. The policy of interoperability is
related to legal, organizational, and policy frameworks for
the participating systems that are interoperating between IoT
systems. Therefore, the facet considers government laws and
regulations, IoT user policies, IoT system providers, and orga-
nization policies. The standards indicate that accomplishing all
facets is recommended if it is possible for IoT interoperability,
but satisfying all facets is not mandatory. However, behav-
ioral interoperability is important for enabling interoperability
among systems because a lack of behavioral interoperability
can cause a significant barrier between systems. Furthermore,
ISO/IEC 21823-1 describes the interoperability requirements
for IoT characteristics, focusing on semantic, behavioral, and
policy facets: network communication and self-description.
The network communication characteristic is mainly focused
on the transport facet, and the characteristic includes the phys-
ical medium and transport protocol necessary to interoperate
between IoT entities. Self-description is mainly focused on the
syntactic facet, and the self-description needs to describe the
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TABLE II
OVERVIEW OF INTEROPERABILITY-RELATED INTERNATIONAL STANDARDS FOR IOT

number of elements (i.e., interface definition, network descrip-
tion, security capabilities, security parameters, and entity
metadata including data type, capabilities description, and con-
straints). ISO/IEC 21823-1:2019 also introduces a framework

for interoperable IoT systems based on an IoT reference
architecture standard (i.e., ISO/IEC 30141:2018 [96]). Fig. 4
shows a simplified version of the IoT reference architecture
included in ISO/IEC 21823-1. Specifically, the interaction
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TABLE III
OVERVIEW OF SECURITY-RELATED INTERNATIONAL STANDARDS FOR IOT

among entities and different systems in an IoT system are
shown. In addition, the standard briefly mentioned security
for interoperability in terms of the following three factors:
confidentiality, integrity, and protection of personal identi-
fiable information. The standard indicated that these three
security factors should be guaranteed between two interop-
erating IoT systems for interoperability, and the protection
of personal information may impact behavioral and policy
facets.

ISO/IEC 20924:2018 [1] is titled “Information technology-
Internet of Things (IoT)-vocabulary” and it describes a defi-
nition of IoT along with a set of terms and definitions. The

purpose of this standard is to form a terminology foundation
for IoT; thus, the standard defines a variety of IoT terms in
detail based on other standards or its own definition. This stan-
dard does not solve technical interoperability problems but
can help with terminology interoperability between IoT doc-
uments. This standard only considers the interoperability of
terminologies for IoT; thus, security factors are not taken into
account.

ISO/IEC TR 22417:2017 [97] is a technical report and titled
“information technology-Internet of Things (IoT) use cases”
This technical report identifies several of the 25 IoT scenar-
ios and 14 use cases that are based on real-world requirements
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Fig. 4. Interaction among entities in IoT System from ISO/IEC 21823-1:2019
(re-drawed).

and applications. The purpose of the technical report is to pro-
vide a practical context for considerations of interoperability
based on user experience. Therefore, scenarios and use cases
can be applied in IoT research or standardization as a unified
example. In addition, some scenarios (i.e., integrated smart
pump system, IoT endpoint monitoring system, and IoT-based
energy management system for industrial facilities) directly
refer to interoperability problems in information exchange,
and these interoperability problems must be solved before
accomplishing the objectives of each scenario. In addition, two
scenarios are related to security: IoT network security and IoT
security threat detection and management. The former scenario
describes that telecommunications companies offer telecom-
munication services to IoT providers for various services with
rapid provisioning of IoT services (i.e., new agile security
capabilities and functionality enabling IoT security). The lat-
ter scenario is related to security in the cloud services used
by the IoT. In this scenario, telecommunication cloud service
providers can gather a large amount of IoT data (e.g., endpoint,
status, and utilization) and analyze the collected data. The
gathered data can then be used for centralized threated detec-
tion and mitigation via intelligent security policy enforcement.
Furthermore, all of these scenarios in ISO/IEC TR 22417:2017
consist of 12 detailed subsections: scope and objectives of
use cases, narrative of use cases, actors, problems (legal
constraints, legal regulations, and constraints), referenced stan-
dards and/or standardization committees, relation with other
known use cases, general remarks, security and privacy, con-
formity aspects and critical requirements, interaction between
actors and user requirements, drawing or diagram of use case,
and data flow diagram of use case. Therefore, security-related
factors can be found in the security and privacy subsections.

ISO/IEC 20922:2016 [98] is based on a de facto standard by
OASIS, which is a global nonprofit consortium for open stan-
dards, including the IoT. The standard name is “information
technology - message queuing telemetry transport (MQTT) v
3.1.1” which contains a client-server publish/subscribe mes-
saging transport protocol in TCP/IP, and the protocol is
lightweight, open, and designed to be implemented easily.
The characteristics of MQTT are useful for IoT or machine-
to-machine (M2M), and the protocol can be a solution for
the interoperability of message exchange between IoT devices

(i.e., MQTT provides a syntactic format for data exchange).
In addition, MQTT also includes semantic rules for label-
ing, but the rules only provide regulations for MQTT packets.
MQTT also provides security guidance, but is non-normative.
However, the National Institute of Standards and Technology
(NIST) and OASIS provide MQTT and the NIST cyber cyber-
security frameworks [99] with a way of improving critical
infrastructure cybersecurity for MQTT consistent with the
NIST framework. However, ISO/IEC 20922:2016 is based on
the previous version of MQTT (i.e., v3.1.1), but the newest
version has been published in OASIS (i.e., 5.0 [100]).

Radio frequency identification (RFID) is operated in close
proximity of up to 10 m, and this network protocol can
be applied in an IoT network [101]. The ISO/IEC 18000
series [102]–[111] describes diverse RFID protocols via sev-
eral frequency ranges. In addition, ISO/IEC 20248 describes
public-key infrastructure digital signatures and certificate tech-
nologies and specifies a digital signature data structure for
RFID authentication.

ISO/IEC 30118-1:2018 [112] focused on the Open
Connectivity Foundation (OCF) specification. OCF is an
industry organization for developing IoT-related de facto stan-
dards, interoperability guidelines, and providing a program
for devices [76]. However, ISO/IEC 30118-1:2018 describes
the core specifications of the OCF framework, architecture,
interface, and resource model for interoperability in IoT.
Details of the OCF standards are described in Section VI-F.

In summary, ISO/IEC JTC 1 considers different perspectives
for interoperability and security in the IoT, such as definition,
conceptual informatics, and network protocols.

B. IEEE-SA Standards

IEEE-SA has several network-related standards. IEEE 802
is a family of IEEE standards for LAN and MAN, and the
standard family contains several wired and wireless network
protocols (e.g., WPANs [65]–[69], [113]–[116] and WiMax
WiMax [117]–[119]). However, wired network technologies
are used in an IoT environment in the background, and
network protocols observe many related standards. It is beyond
the scope of this paper to analyze every network-related
standard; thus, we only focused on core IEEE network
standards for wireless networks for IoT. Therefore, we ana-
lyzed IEEE 802.11 [38] (i.e., Wi-Fi) and IEEE 802.15.4
to 5 [65]–[69], [115] (i.e., Bluetooth, ZigBee, WirelessHART,
6LoWPAN, Thread�, and Z-Wave). However, network pro-
tocols can solve transport interoperability because these stan-
dards can help with the exchange of data between IoT entities.
Therefore, we classified the network protocol standards as
transport interoperability in Table II.

Wi-Fi is a wireless network protocol for local area networks
(i.e., short to medium range up to 1000 m [101]), and
Wi-Fi follows the IEEE 802.11 ecosystem. The protocol is
maintained by the working group WLAN standards in IEEE-
SA [120] and Wi-Fi Alliance [121]. Wi-Fi is designed with
high-bandwidth data (e.g., video streaming and file sharing),
and it can be operated by user-owned devices. Therefore, the
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Fig. 5. IoT reference model (ITU-T .4000/Y.2060) [128].

protocol can be widely used in an IoT environment [101]. In
addition, IEEE 802.11 includes security concerns, and they
classified two definitions for security algorithms based on
robust security network associations (RSNA): RSNA algo-
rithms and pre-RSNA algorithms. RSNA is a logical connec-
tion between entities using IEEE 802.11 via IEEE 802.11.i key
management scheme [102] (i.e., four-way handshake). Details
of security algorithms and methods are out of the scope of this
paper, but IEEE 802.11 includes authentication, authorization,
access control, encryption, key cryptography, data confidential-
ity, data authenticity, reply protection, and policies for Wi-Fi
protocols.

Wireless personal area networks (WPAN) provide a short-
range network area of up to 100 m. Bluetooth, ZigBee,
WirelessHART, 6loWPAN, and Z-Wave are several WPAN
protocols that can be used in IoT environments with dif-
ferent characteristics, but the protocols are based on IEEE
802.15.4 and IEEE 802.15.5 [65]–[69], [101], [115]. IEEE
802.15.4 describes a protocol and compatible interconnection
for data communication devices [65], and the devices used low
data rates, low power, and low complexity in WPAN. IEEE
802.15.4 provides transport interoperability, and it denotes spe-
cific security services: data confidentiality, data authenticity,
and replay protection [65]. IEEE 802.15.5 is based on IEEE
802.15.4 and supported for security services, but this standard
was developed for a mesh network.

IEEE 1609 series [122]–[126] designated for wireless access
in vehicular environments (WAVE), and the series are related
to IEEE 802.11 [127]. The series classified its standards by
functionality and usability (i.e., architecture, protocol, security,
and identifies). IEEE 1609.0 [122] provides guidance for archi-
tecture and services to communicate between WAVE devices
in a mobile vehicular environment. In addition, this standard
describes generic security considerations for WAVE. IEEE
1609.3 [124] specifies networking services for WAVE devices
and systems, and it provides protocols for WAVE short mes-
sage services. In addition, IEEE 1609.11 provides protocols
for over-the-air electronic payment data exchanged in intelli-
gent transportation systems [125]. IEEE 1609.2 [123] defines
secure message formats and processing WAVE devices. IEEE

1609.12 [126] is presented for the identification and use of the
identifiers for WAVE.

In summary, IEEE-SA developed various network protocols
to solve transport interoperability, and the standards considered
security-related factors in networking.

C. ITU-T Standards

ITU-T classified their standards (i.e., recommendations) as
series A to Z through several topics. In particular, series Y
is a set of global information infrastructure, Internet protocol
aspects, and next-generation networks, and the series has IoT-
related recommendations. In addition, series F (non-telephone
telecommunication service) and series X (data networks, open
system communications, and security) are also related to IoT
recommendations. Details of IoT related to each series are
described below.

ITU-T Y.4000/Y.2060 is a recommendation for an overview
of IoT [128], and this recommendation is referenced by
other IoT-related recommendations in ITU-T. This recommen-
dation provides a concept, scope, characteristics, high-level
requirements, and a reference model for IoT. In addition, the
ecosystem and business models are provided as informative
appendices. The recommendation also emphasizes interoper-
ability and security as high-level requirements of the IoT. We
supposed that the IoT reference model provided by ITU-T
Y.4000/Y.2060 can be a solution for interoperability prob-
lems. As shown in Fig. 5, the IoT reference model consists
of four layers: application, service support and application
support layer, network layer, and device layer. The applica-
tion layer contains IoT applications. The service support and
application support layers are divided into generic or specific
support capabilities. The generic support capabilities can be
used by different IoT applications for conventional capabil-
ities (e.g., data processing or data storage). Specific support
capabilities support particular capabilities for diversified IoT
applications. The network layer consisted of two types of
capabilities. The network capabilities provide control func-
tions to guarantee network connectivity. Transport capabilities
are responsible for providing connectivity among IoT services
and application-specific data information. In the device layer,
device and gateway capabilities exist. The device capabilities
include direct and indirect interactions with the communica-
tion network, ad-hoc networking, and sleeping and waking up.
The gateway capabilities include multiple interface supports
and protocol conversion. However, the device layer capabilities
are not limited, as described. Security and management capa-
bilities affect four layers. The security capabilities consisted of
generic and specific capabilities. The generic security capabil-
ities affect the application, network, and device layers, and the
specific security capabilities are related to application-specific
requirements. Management capabilities can also be classified
as generic and specific. The generic management capabilities
are responsible for devices, local network topology, traffic,
and congestion management. Specific management is closely
related to specific requirements from IoT applications. In addi-
tion, the standard includes the relationships between different
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Fig. 6. Relationship between different types of devices with physical entities
(ITU-T Y.4000/Y.2060) [128].

types, devices, and physical entities. There are physical and
virtual entities. Virtual entities can exist without physical enti-
ties. However, devices communicate with each other through a
communication network. Data-capture devices (i.e., data car-
rying devices, data carriers, and data capturing devices) are
required to interact with physical entities in some cases. Fig. 6
shows the types of devices and their relationship. It should be
noted that general devices are sets of physical entities.

ITU-T Y.4400/Y.2063 [129] includes a framework of the
Web of Things (WoT), which is a special type of IoT. Unlike
the IoT, WoT is defined as “a way to realize IoT where (phys-
ical and virtual) things are connected and controlled through
the World Wide Web” [129]. The recommendation specifies
requirements for WoT, and the requirements are classified
into general and functional aspects. The general requirements
can be summarized as requiring physical devices, providing
access to Web resources for physical devices, interoperabil-
ity among different networks and operating systems, and
supporting compatibility between different data formats. The
function requirement for WoT reflects the supporting func-
tional aspects, such as service profile management, service
control, service composition, access control, physical device
access via the Web, agent resource management, and mapping
information between devices and agents. In addition, ITU-T
Y.2063 provides WoT architecture, and its architecture con-
sists of three layers: service, adaption, and physical. Fig. 7
shows an overview of the WoT architecture. The service layer
provides a common function for service capabilities and is
responsible for making and managing the services. The adap-
tation layer is responsible for resource and agent management.
The agents are located in the adaptation layer, and the agents
interact with physical devices for translation from different
protocols and messages. Dependent on the device type, the
correspondence agents in the adaptation layer are connected.
Physical devices are in physical layers, and all devices can
be accessed by the agents in the adaptation layer. In addition,
the recommendation provides general security considerations
for WoT.

Several recommendations provide common requirements
from a different perspective. Providing requirements can help
to develop IoT applications and systems with an interoper-
ability view; thus, we included requirement related standards.
ITU-T Y.4100/Y.2066 provides common requirements of IoT

based on ITU-T Y.4000/Y.2060, and the requirements are
provided in detail based on general use cases and actors in
IoT. However, ITU-T Y.2068 [130] describes the capabili-
ties of the IoT needed to fulfill the requirements specified in
ITU-T Y.2066. ITU-T Y.4101/Y2067 [131] includes common
requirements of a gateway for IoT applications with generally
applicable scenarios (i.e., a gateway in home service, automo-
tive telematics, and online collaborative whiteboard). ITU-T
Y.4702 [132] provides a common requirement and capabili-
ties for device management for IoT. ITU-T Y.4553 [133] has
the requirements of a smartphone as a sink node (SPSN)
for IoT applications and services. A sink node in IoT is
defined as “collects and/or transfers information for/to a group
of IoT devices at an end-user network” SPAN means that
a smartphone can support functionalities as a sink node.
The recommendation contains descriptions and characteris-
tics of SPSN and its requirements for several use cases (i.e.,
commercial merchant services, home services, environment-
monitoring services, and wearable smart devices). Plug and
play (PnP) is the concept of capability for satisfying require-
ments when devices are connected, and autonomic generation
and acquisition of the configuration are needed to accom-
plish PnP [134]. ITU-T Y.4112/Y2077 [134] provides the
requirements of PnP capability for IoT. ITU-T Y.4111/Y.2076
includes semantics-based requirements and a framework for
IoT. In this recommendation, the term semantics is used as
“the rules and conventions governing the interpretation and
assignment of meaning to construction in a language” In addi-
tion, the recommendation classified four layers and defined the
relationship between the layers to represent a semantic-based
capability framework. The layers consist of an application
layer (AL), a network layer (NL), a device layer (DL), and
service support and an application support (SSAS) layer.
Each layer is related to semantic security support capabil-
ities (SSSC) and semantic management support capabilities
(SMSC). Fig. 8 shows the semantic capabilities in an IoT refer-
ence model [135]. The directional arrows in the figure indicate
that a directing layer can be invoked by a directed layer
or capabilities. All requirement recommendations [131]–[135]
commonly contain general security requirements.

ITU-T X.675 [136] provides an object identifiers (OID) -
based resolution framework for heterogeneous identifiers and
locators. Identifying various resources can provide interoper-
ability among heterogeneous identifiers in the IoT. The rec-
ommendation includes an OID-based resolution for the frame-
work and requirements for identifiers and locators. The frame-
work is explained with a simple example and its registration
processes, and two scenarios, depending on the presence or
absence of a gateway. In addition, the requirements consist of
eight topics, as follows.

• Support of independence from existing identifiers’
operation

• Support of both identifiers and locators
• Support of heterogeneous existing identifiers
• Guarantee uniqueness of existing identifiers
• Support of new identifiers
• Support for fault tolerance and stability
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Fig. 7. Overview of WoT architecture (ITU-T Y.4400/Y.2063) [129].

Fig. 8. Semantic capabilities in the IoT reference model (ITU-T
Y.4111/Y.2076) [135].

• Support for end-to-end identification
• Support for authentication and authorization
In summary, the recommendations of ITU-T provide an

overview, frameworks, architecture models, requirements, and
capabilities for various IoT perspectives for interoperability,
and the recommendations consider security factors to protect
data and privacy.

D. IETF Standards

IETF has several RFC series (i.e., proposed standards and
informational specification), but there is no STD series (i.e.,
Internet standard) for interoperability and security in IoT.
However, some RFC specifications can be translated as STD
series if its maturity is high enough (i.e., RCF series for
standard track) [90]. First, we analyzed the RCF series on
a standard track. RFC 8323 [137] provides the constrained

application protocol (CoAP), which was designed for IoT [39]
over TCP, TLS, and WebSocket [40]. CoAP is developed for
constrained devices (i.e., nodes); thus, the devices can com-
municate over the wider Internet vie CoAP. In addition, CoAP
can also be applied to networks among devices in constrained
networks such as low-power and lossy networks. The char-
acteristics of CoAP have been appropriated to apply to an
IoT network; thus, CoAP may solve transport interoperabil-
ity. In addition, RFC 8323 includes security considerations
applied from previous RFC specifications (i.e., CoAP [39] and
WebSocket [40]). The considerations are described below.

• Parsing protocol and processing URIs
• Proxying and caching
• Risk of amplification
• IP address spoofing attacks
• Cross-protocol attack
• Constrained node consideration
• Non-browser clients
• Origin considerations
• Attacks on infrastructure (masking)
• Implementation-specific limits
• WebSocket client authorization
• Connection confidentiality and integrity.
• Handling of invalid data
• Use of SHA-1 by WebSocket handshakes
RFC 7925 [138] includes Internet security protocols to pro-

tect messages (i.e., CoAP), which use transport layer security
(TLS) [139] and datagram transport layer security [140]. RFC
7925 is focused on the IoT environment with constrained
devices that collect data via sensors or control actuators (e.g.,
home automation, industrial control systems, and smart cities).
RFC 7925 is mainly focused on the security of the CoAP pro-
tocol [39] using TLS 1.2 [139] and DTLS 1.2 [140]. The TLS
protocol provides authenticated, confidential, and integrity-
protected communication between two endpoints, and DTLS
is similar to TLS but operates on top of an unreliable data-
gram transport. Therefore, the specification considers security
considerations, such as credential types, signature algorithms,
error handling, session hash, renegotiation attacks, downgrad-
ing attacks, crypto agility, and privacy considerations.

Moreover, there are informational RFC series in IETF that
are not a standard, but there is referenceable information for
research and standardization of interoperability and security
in IoT. For example, RFC 8576 [141] includes state of the
art of and challenges for IoT security, and the specification
is produced in IRTF T2TRG. RFC 8352 also includes chal-
lenges for energy-efficient features of IoT protocol operation
on constrained devices and current practices to overcome the
challenges [142]. RFC 8352 is also an informational speci-
fication that [142] only considers an energy-efficient feature
protocol but not security. In addition, the IETF provides
specifications the workshop report for IoT interoperability
problems. RFC 8477 [143] provides a summary of the work-
shop on IoT semantic interoperability, and the report contains
problem solving for interoperability such as formal languages,
debugging support, translation, and runtime discovery. In addi-
tion, the report indicates security considerations for semantic
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interoperability. The considerations are the use of formal data
models and security of data and data models in general.

E. oneM2M Standards

Recently, oneM2M released the fifth version for stan-
dards and technical reports; however, we analyzed only the
third release. The fourth and fifth releases are provided for
information only, and the releases need to be improved before
formal publication, as described in Section V-E. In addi-
tion, most of the standards and technical reports published
by oneM2M consider M2M technology; however, M2M tech-
nology is one of the fundamental technologies for IoT; thus,
we also analyzed M2M standards.

Security-related applicable solutions within the oneM2M
based system are presented in TS-0003-V3.11.0 [144]. The
standard describes security-related considerations in great
detail, including security architecture, security services and
interaction, authorization, security framework, security frame-
work procedures and parameters, protocols and algorithms,
privacy protection architecture, and security-specific oneM2M
data type definition. However, TS-0016-V3.0.2 [145] describes
an abstraction of the secure environment (SE) that is defined
in TS-0003-V3.11.0 [144] in more detail. SE is defined as
as a “logical entity that protects sensitive data, and sensitive
functions from tampering, unauthorized monitoring or exe-
cution and that provide access to these sensitive data and
sensitive functions to authorized oneM2M entities” [144].
In particular, the abstraction standard focused on the spec-
ification of mechanisms and interfaces of abstracts in a
secure environment from diriment technical implementation.
However, interoperability is not considered in security-related
standards.

oneM2M developed protocol-related specifications to solve
transport interoperability [146]–[150]. TS-0004-V3.15.0 [146]
provides a specification of the communication protocols for
a oneM2M based system, including common data formats,
interfaces, and message sequences. In addition, security factors
were considered in the protocol. Further, oneM2M provides
binding specifications to support other protocols. TS-0006-
V3.6.2 includes specifications between the oneM2M protocol
and the Customer-premises equipment WAN Management
Protocol (CWMP) [151], which was developed by the broad-
band forum [93]. TS-0008-V.3.5.0 [147] provides binding
specifications with CoAP, which is a protocol defined by
IETF [39], and the binding standard includes security con-
siderations for the binding. TS-0009-V3.5.0 [148] provides
a protocol with binding specifications between the oneM2M
protocol and hypertext transfer protocol (HTTP), and security-
related considerations are included. MQTT [98] is the ISO/IEC
JTC 1 standard for IoT protocols developed by OASIS, and
TR-0010-V3.0.1 [149] provides binding MQTT and oneM2M
protocols. The binding with MQTT provides security con-
siderations, and especially, authorization and authentication
are emphasized. TS-0020-V3.0.1 [150] includes binding with
WebSocket [40], which is a protocol for IoT developed by
IETF.

To support semantic interoperability, oneM2M developed
standards and technical reports. TS-0012-V3.7.3 [152] pro-
vides ontology-based OWL for oneM2M, and this stan-
dard also specifies the instantiation of the ontology for
oneM2M resources that can be used for semantic annota-
tion and interworking. In addition, mapping with the Smart
Appliances REFerence (SAREF) ontology [152] developed
by ETSI is provided. The ontology is used to specify
semantic functions for oneM2M in TS-0034-V3.0.2 [153].
TS-0023-V3.7.3 [154] provides definitions of information
models for home appliances based on oneM2M and map-
ping with other information models based on other plat-
forms. TR-0033-V3.0.0 [155] provides requirements for
semantic enablement and approaches for addressing the
requirements.

Interworking among oneM2M and other platforms is
being developed. TS-0024-V3.2.2 [156] provides interworking
between oneM2M specified entities and the OCF-specified
client/server. TS-0026-V3.3.0 [157] contains interworking
with a 3rd generation partnership project (3GPP) [158]. In par-
ticular, the standard focused on the service layer of oneM2M
in the 3GPP network; thus, IoT-related 3GPP features are
used for the oneM2M service layer. In addition, a technical
report [159] for developing interworking between oneM2M
and 3GPP was published with a use case (i.e., a water meter
application). TS-0030-V3.0.2 [160] describes generic inter-
working using ontology [161] to interwork between oneM2M
systems and external systems. TS-0035-V3.0.0 [162] pro-
vides principles and guidelines for interworking between
oneM2M systems with the Open Service Gateway initia-
tive (OSGi) [163] framework. The interworking also includes
interworking devices and gateways based on OSGi. TS-0033-
V3.0.0 [155] introduces a framework including interworking
methodologies between oneM2M and external proximal IoT
technologies. The proximal IoT is defined as “IoT components
communicating with each other directly in a local network
using specific communication protocols and information mod-
els [155]” However, not all interworking standards are
considered security-related considerations in interworking
processes.

Several technical reports provide use cases and requirements
for different M2M domains [146], [164], [165]. TR-0001-
V3.1.1 [164] includes a collection of use cases that focus on
the interaction between actors and potential requirements for
various industry segments. The industrial use cases consist
of energy, enterprise, healthcare, public services, residential,
retail, transportation, and others. In addition, each use case
includes a description, source, actors, pre-condition, triggers,
flow of a sequence of interactions between actors and the
system, illustrations, and potential requirements. In potential
requirements, most of the use cases include security-related
requirements. TR-0018-V2.5.1 [165] also collected use cases
(i.e., on-demand data collection for factories, integrity of
data collection monitoring, data processes for inter-factory
manufacturing, aircraft construction and maintenance, real-
time data collection, data encryption, QoS monitoring, and
QoI monitoring) and requirements (i.e., high-level architecture
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and security analysis) of the industrial domain. In particular,
TR-0018-V2.5.1 considers security-related analysis, includ-
ing identification, authentication, use control, data confiden-
tiality, system integrity, and restricted data flow. TR-0026-
V3.0.1 [157] describes use cases and requirements for the
vehicular domain, and 18 very specific use cases are described.
There is a security-related use case (i.e., vehicle location
privacy protection), and many use cases are considered as
security-related factors. In addition, potential requirements and
potential solutions are introduced, and security is one of the
problems.

In summary, standards and technical reports from oneM2M
detail specifics of their system in various research fields
(e.g., protocol, architecture, requirement, interworking, and
use cases); however, the standards and technical reports
provide specifications that can be applied to their system.
Therefore, generic interoperability and security problems are
rarely considered.

F. OCF Standards

The OCF released the lasted internal standards on February
2020 (i.e., OCF specification 2.1.1), which consisted of 16
different topics [166]. OCF also provides a draft version
of specifications to improve existing specifications, but the
drafts are not considered in this paper. As described in
Section V-A, ISO/IEC 30118-1:2018 [112] is based on the
OCF specification. Note that OCF standards have no spe-
cific document number; thus, we used abbreviations of each
OCF standard to enhance readability. OCF core specifications
(OCF-CS) [167] cover the overall OCF framework; thus, OCF-
CS is mandatory for all devices that use the OCF framework.
The standard describes core architecture, interfaces, proto-
cols, resource model, network, and services for OCF-based
implementations in IoT environments; therefore, the stan-
dards include several interoperability factors. Fig. 9 shows an
overview of the OCF architecture, which consists of a resource
model, representational state transfer (RESTful) operations,
and abstractions. The abstractions are used in the resource
model and RESTful operations to map concrete elements using
abstraction primitives. The resource model provides abstrac-
tions and concepts for logical models, and it logically operates
on applications and environments. The architecture operations
are based on RESTful, an architecture defined as a set of con-
straints for Web services. The operations are defined using
generic CRUDN operations, namely, CREATE, RETRIEVE,
UPDATE, DELETE, and NOTIFY. CoAP is used as a messag-
ing protocol; thus, CRUDN operations are mapped to CoAP.
The details of the OCF architecture are described in OCF-
CS. Moreover, several standards published in OCF have been
developed to supplement OCF-CS.

OCF Core Optional Specification (OCF-COS) [168]
describes optional specifications that can be implemented on
any device using the OCF framework. In particular, OCF-COS
specifies functional interactions and resource type definitions.

Based on OCF-CS, OCF provides device-related standards.
OCF Device Specification (OCF-DS) [169] specifies very

Fig. 9. Architecture of IoT (OCF core specification) [167].

detailed device definitions based on the OCF-CS. The OCF
Device to Cloud Service Specification (OCF-DCSS) [170]
includes extended device definitions to apply OCF-CS to the
cloud environment. The OCF also provides a bridging frame-
work (OCF-BS) [171] for translation between OCF devices
and other IoT ecosystems. The bridging framework provides
general requirements, device types, and resource types to
generate a bridge between OCF devices and others.

In addition, there are resource-related standards to define
resources in detail. OCF Resource Type Specification (OCF-
RTS) [172] specifies detailed definitions of resources used
in OCF-CS, and the resource definitions include model
construction and resource-type definitions. The OCF Wi-Fi
Easy Setup Specification (OCF-WFESS) [173] defines new
resource types that apply to Wi-Fi easy setups, includ-
ing resource model, network and connectivity, and func-
tional interaction. Several standards [62]–[64], [174]–[176] are
defined by mapping between the defined resource in OCF
and various IoT protocols and platforms (i.e., Z-Wave [63],
ZigBee [64], UPlus [174], oneM2M [175], Bluetooth Low
Energy (BLE) [62], and AllJoyn [176]). However, OCS-CS-
based standards for the device and resource may help solve
interoperability problems, but Table II only reflects OCF-CS
because the other optional standards are included in OCF-CS
only in an overall view.

OCF-CS denotes that security and privacy are specified in
the OCF Security Specification (OCF-Sec) [127], and OCF-
Sec is also defined in ISO/IEC 30118-2:2018 [177]. The OCF-
CS specifies the security objectives, philosophy, resources,
and mechanisms of an OCF environment. More specifically,
OCF-Sec includes provisioning, credential-related manage-
ment, message integrity and confidentiality, access control,
security resources, and guidelines for security. OCF Cloud
Security Specification (OCF-SecC) [178] defines security-
related informative contents for OCF in a cloud environment.

In short, OCF provides its IoT framework in detail with
interoperability and security. However, they focused on inter-
operability and security for their framework, not for general
purposes.
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VII. DISCUSSION, OPEN CHALLENGES,
AND FUTURE DIRECTION

Herein, we discuss open problems and challenges related to
standardization in relation to interoperability and security in
IoT environments. We also discuss future research directions.

A. Rapid Process for Standardization (Market Gap)

As described, several de jure standards follow de facto stan-
dards such as ISO/IEC 20922:2016 (MQTT) and ISO/IEC
30118-1:2018 (OCF framework). However, the publication
cycle for de facto standards is rapid compared with that for
de jure standards; for example, MQTT is published in a new
version (5.0) in April 2019, but ISO/IEC 20922:2016 is based
on the old version of MQTT published in November 2014.
Because de jure standards have to include several factors,
including agreement between standard members and agree-
ment of chair committees, standard cycles are slower than
de facto publication cycles. It is important to consider details
when publishing international standards, but a fast standard-
ization cycle may reflect market needs more efficiently and in
a timely manner. Therefore, a faster standardization cycle and
open access before publication are considered part of the de
jure standardization process.

B. Standards Considering Interoperability and Security

De facto standardization organizations, such as OCF and
oneM2M, have their own platforms and standards for utilizing
their platforms. Further, standards are provided on interwork-
ing between the platforms and other IoT-related standards such
as protocols, case studies, and other platforms. Interworking
helps manufacturers and users to apply or interwork with
their platforms. However, in the interworking process, secu-
rity must be considered to prevent security-related problems;
for example, an interoperable access control framework can
be applied for secure-access between different IoT plat-
forms [179], [180]. In addition, an identification method may
be applied for interoperability among devices from different
platforms [181], [182].

C. Interoperability for Network Protocol

There are several network protocol standards that are
applied in IoT (e.g., Bluetooth, RFID, Wi-Fi, MQTT,
WebSocket, and ZigBee), and an interoperable protocol
interface is needed among different protocols. In an IoT envi-
ronment, devices can communicate directly with each other,
and a smooth interconnection is needed for interoperable com-
munication. However, efficiency must be considered when
developing an interoperable interface between IoT devices
because some IoT devices need to be operated with low bat-
tery consumption and low computing power. Further, these
specifications can be responsible for security threats (e.g.,
exhaustion, unfairness, hello flood, flooding, side-channel
attack, overwhelm, and denial of sleep) [30], [101].

D. Automated IoT Systems

To support fully automated IoT environments, IoT systems
and devices must have the possibility of connecting, discon-
necting, transferring data, making decisions, and actuating
automatically. In other words, there is a requirement for min-
imizing human intervention as much as possible during the
operation of IoT systems. From this perspective, the concept
of self-adaptive software may be applied to IoT. Self-adaptive
software can be defined as a software that detects environ-
mental conditions and changes its behavior or structure if
the requirements are violated [183], and it has been applied
in several IoT research studies on modeling [184], verifica-
tion [185], [186], and authentication [187]. However, to apply
self-adaptivity to IoT environments, semantic interoperability
must be considered. Further, security-related topics in IoT can
also be applied to the concept of self-adaptive software such as
dynamic access control, authorization, and authentication. In
addition, blockchains have recently attracted attention in IoT
research, and several studies have been conducted on apply-
ing blockchains in IoT [188]–[190]. The characteristics of
blockchains, such as decentralization and openness, may help
to implement secure IoT environments; thus, an optimization
between IoT and blockchains is important for IoT.

E. Standardization for Semantic Interoperability

Matching data and services is a demanding task.
Moreover, it is difficult to develop automatic matching
methods [55], [70]. Several IoT service providers use their
own definitions of resources and services. It is difficult to unify
definitions and service ranges among different IoT services. In
addition, several IoT platforms have their own data descrip-
tion and resource expressions, and this can cause difficulties
in developing IoT environments. Therefore, to address these
issues, reasonable semantic concepts and methods, including
reasoning, are required for interoperability in IoT. Several
studies [32], [49], [55] have focused on semantic interop-
erability. This can be a solution in specific domains (e.g.,
INTER-IoT and WoT). However, there are several working
groups that address semantic interoperability. For example,
ISO/IEC JCT 1 SC 32 focused on data management and inter-
change, and provided standards to promote harmonization of
data management (e.g., definitions of data domains, data types,
data structures, associated semantics, and data interchange). In
addition, IEEE-SA provides interoperability in several areas,
such as smart grids, software reuse, and clouds. However, to
address semantic interoperability in general for IoT, general
definitions of IoT resources and services are required for the
development of IoT environments. Therefore, standardization
can be a general solution for semantic interoperability so that
IoT services and environments can be developed.

F. Low Accessibility and Lack of Developer Support

Currently, international standards can be downloaded
through the official website and libraries of an organiza-
tion [71]–[76]. In addition, de facto standards can be down-
loaded free of charge, and some de jure standards based on de
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facto or open standards (e.g., ISO/IEC 20922:2016 [98] based
on MQTT [100]) can be acquired free of charge. Nevertheless,
although some standards (e.g., ISO/IEC 30118-1:2018 [112])
are based on an open standard (OCF Core Specification [167]),
which is free, a payment is required to obtain them. This pay-
ment policy in standards organizations can act as a barrier to
researchers and developers, and can cause low accessibility. In
addition, low accessibility can also be caused by inadequate
support for IoT developers. Several de facto standards based
on specific frameworks, platforms, or protocols (e.g., oneM2M
platform, IoTivity framework, and MQTT protocol) provide
material to aid IoT developers, such as guide documents,
wiki, tools, and open source projects, on their official Web
site [94], [191]–[197]. Nevertheless, several standards provide
only documents without support for IoT developers, and thus
they are difficult to apply in the development process. In this
case, several open-source projects or APIs have been used to
apply the standards. However, security cannot be ensured if
open-source projects and APIs are used, and in fact, severe
security problems may be caused. Therefore, it is necessary
that supporting material (such as official source code, APIs,
technical reports, technical specifications, and guidelines) be
provided to developers so that security and proper usage may
be ensured.

G. Conceptual Content

Several standards provide conceptual content for interoper-
ability and security in an IoT environment, such as architec-
ture, framework, and requirements. Conceptual standards are
important for establishing a general-purpose IoT system and
environment. However, in some cases, researchers and IoT
developers make empirical assumptions to address interoper-
ability and security problems through the standards. Therefore,
standards organizations should publish technical reports con-
taining specifications and guidelines to provide practical con-
tent that can enhance the level of interoperability and security
in IoT environments. In addition, research is required to
specify the conceptual content using IoT examples.

H. Platform Specified Standards

Several standards developed by de facto standards orga-
nizations (i.e., open standards organizations) are based on
specific platforms and frameworks; for example, oneM2M
standards are developed to support the oneM2M platform, and
OCF standards are developed to support the IoTivity frame-
work. In addition, organizations provide standards to interwork
with other standards or technologies (e.g., protocol binding
and ontology mapping). However, platform providers define
several rules to interwork with other platforms. Standards
containing unified and general concepts should be developed
to accomplish interoperability among several IoT platforms.
To achieve this goal, several standards have been developed
and shared among de jure and de facto standards organiza-
tions (e.g., ISO/IEC 20922:2016 with MQTT and ISO/IEC
30118-1:2018 with OCF Core Specification). Furthermore,
cooperation between standards organizations, academia, and

industry is required for interoperability between divergent IoT
platforms.

I. Comparison Between IoT Architectures

As described earlier, each standard organization defines
an IoT architecture from its own perspectives, that is, with
different goals. Herein, we compare various architectures.
Table IV shows the comparison results. In particular, archi-
tectures with the same aspects are based on the IoT definition
of an infrastructure of interconnected entities, people system,
and information resources including service [1].

ISO/IEC provided a general-purpose IoT reference model
in ISO/IEC 21823-1:2019 [95]. Its characteristics are influ-
enced by the interaction between several entities, rather than
by other architectures. These interactions may generate several
opt for different IoT services or entities, but security-related
considerations may be complex because different access con-
trol, authentication, and authorization mechanisms are required
for each interaction. ITU-T provides an IoT reference model
in ITU-T Y.4000/Y.2060 [128], which consists of simple lay-
ers: application, service and application support, network, and
device. However, unlike other architectures, the architecture
model considers security and management capabilities for all
layers. ITU-T also provides an architecture for WoT in ITU-
T Y.4400/Y.2063 [129]. It can facilitate the development of
a WoT-based IoT system. OCF presented an IoT architec-
ture for the OCF framework in OCF-CS [167]. It is designed
to develop an IoT system based on the OCF framework. It
provides specific and practical content (e.g., using the CoAP
protocol and CRUDN operations). Although oneM2M pro-
vides its functional architecture in TR-0057-V0.3.0 [198], the
standard is not published (i.e., the standard is included in
the fourth release; thus, this is a draft version provided for
information only). We considered only published standards;
hence, oneM2M-based architectures are excluded.

J. Security-Related Considerations in Standards

As described in Section VI, several standards provide
general content for security (see the column “general” in
Table III); moreover, they provide various considerations
for developing secure IoT systems (e.g., credential types
for protocols, signature algorithms between network process,
and prevention of malicious attacks). However, most stan-
dards only provide considerations without detailed regulations,
methods, or technologies. This is because it is important
to develop secure IoT systems, but it is difficult to resolve
security-related issues. Therefore, research that provides secu-
rity solutions in each standard is required.

K. Conformance Test

After the development of standard-based interoperability
and security-related methods (e.g., ontology, network proto-
cols, and semantic messages), the results should be eval-
uated to demonstrate that these methods correctly follow
and optimize international standards. Therefore, criteria are
required to verify that the methods correctly construct standard
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TABLE IV
COMPARISON BETWEEN IOT ARCHITECTURES

specifications. This can be resolved using various methods. For
example, test data construction research can be conducted to
verify the developed methods. In addition, test platform-related
research is required to automatically verify the results.

L. Software Development Process

Several standards provide high-level perspectives of IoT
systems (e.g., platform, framework, and architecture), and thus
they can be applied in the development of such systems.
However, interoperability issues should be considered when
IoT systems are developed with different standards. In addi-
tion, these high-level perspectives should be considered from
the early stage to the end of the development processes.
Therefore, an overview of the software development processes
is required for combining different high-level perspectives.
The development process should be compatible with differ-
ent architectures, frameworks, and platforms. Furthermore, the
development process should consider several security-related
issues for secure integration.

M. Interoperability Between Standards

We analyzed international standards, and the results demon-
strate that several of these standards have similar purposes
(i.e., the columns in Tables II and III). In addition, vari-
ous IoT systems are developed based on different standards;
thus, research on effective interworking among IoT stan-
dards is required to accomplish interoperability. Furthermore,
research on the interoperability of standards may facilitate the
integration of existing and developed IoT systems.

N. Data Sharing

Data sharing is the most important issue in IoT, and previous
research has addressed this. However, herein, we consider data

sharing in relation to international standards and standardiza-
tion processes. A dictionary of resource definitions is required
for unified meanings between IoT entities, and this should be
provided as an international standard because systematic data
definitions (e.g., name, range, measurement, and unit) are crit-
ical for proper data sharing. Moreover, an open framework
is required to support spontaneous participation for standard-
ization. By defining the dictionary, data exchange is possible
between different IoT entities without data loss. In addition,
this dictionary may enable ontologies, which may help assign
new meanings to heterogeneous data.

O. Interworking With ICT Standards

IoT can be applied to and cooperate with various ICTs
(e.g., cloud computing, blockchain, and edge/fog computing),
and ICT has been standardized by international standards
organizations. For example, blockchain standards have been
developed in ISO/TC 307 [199] and IEEE-SA [200], and
5G network standards are being developed by 3GPP [201].
In addition, cloud and edge computing standards are being
developed by ISO/IEC [202]. To accomplish effective inter-
working between IoT and ICT, research should be conducted
on interworking methods between the corresponding IoT and
ICT standards. These methods may facilitate the integration
of IoT and various ICTs.

VIII. CONCLUSION

IoT has recently been studied, and divergent ICT fields
have emerged; however, there are barriers for adaptation to
IoT, namely, interoperability and security. Therefore, not only
research groups but also standard organizations are actively
researching how to overcome these barriers. Further, interna-
tional standards may be a general solution for interoperability
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and security. However, studies related to interoperability and
security standards have not been previously reported in the
literature. To solve this limitation, in this paper, we performed
an international standards survey for interoperability and secu-
rity in the IoT. In addition, international standard organizations
developing IoT-related standards have also been surveyed to
guide the investigation of standards. A systematic literature
review process was conducted for the survey, and 183 interna-
tional standards were searched. Finally, 67 standards related
to interoperability and security were selected and analyzed.
In addition, we performed a discussion and presented open
research problems in IoT interoperability and security. To the
best of our knowledge, this survey is the first to provide a
deeper summary of international IoT standards for interoper-
ability and security, and we are certain that the results can
be useful to researchers. Our findings can be summarized as
follows:

• Several interoperability standards consider security, and
vice versa.

• Some standards consider the same interoperability and
security factors from different perspectives.

• Applying interoperability-related standards may aid in
accomplishing interoperability if different IoT systems
are developed using the same standard, that is, inter-
operability cannot be achieved by simply applying a
standard.

• Interworking and interoperability are required among
standards to accomplish standard-based security and
interoperability in IoT systems.

• Several standards provide security-related considerations
for various factors (e.g., platform, architecture, frame-
work, and reference model), but not detailed methods.

• A more detailed analysis of existing research on stan-
dards is required to enhance IoT-related standards for
interoperability and security.

In the future, we will continue this survey. First, we will
survey studies that apply international standards. Furthermore,
we intend to find various ICT-related standards that can be
applied to IoT environments.
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